
Company Name 
Red Flag Information Security and Identity Theft Program 

Page i – Table of Contents 

Table of Contents 
 
Table of Contents ................................................................................................... i 
Introduction ........................................................................................................... 1 

Information Security ..................................................................................................... 2 
Federal Laws ................................................................................................................ 2 
Beyond Compliance ..................................................................................................... 2 

Section 1 - Understanding Information Security and Identity Theft ....................... 3 
Identity theft in the United States ............................................................................................ 3 

Identity Theft vs. Identity Fraud .................................................................................... 3 
Identifying Potential Fraud Quickly .............................................................................. 5 

Section 2 - Information Security Plan .................................................................... 7 
Introduction .................................................................................................................. 7 
Areas of Risk ................................................................................................................ 7 
Authorized Personnel ................................................................................................... 7 
Office Security .............................................................................................................. 7 
Clean Desk Policy ........................................................................................................ 8 

Laptop Computers and Mobile Devices .................................................................................. 9 
Desktop Security Policy ......................................................................................................... 10 
Document Retention and Destruction ................................................................................... 12 

Document Retention .................................................................................................. 12 
Document Destruction ............................................................................................... 13 
Onsite Records Storage Policy .................................................................................. 14 

Electronic Communication ..................................................................................................... 15 
Best Practices ............................................................................................................ 15 
Confidential Information ............................................................................................. 16 
Disclaimer .................................................................................................................. 16 
System Monitoring ..................................................................................................... 17 

Secure Fax Transmission ...................................................................................................... 18 
Secure Telephone Communications ..................................................................................... 18 
Data Breach Policy Implementation Guide ........................................................................... 22 

Background ................................................................................................................ 22 
Definition of Breach .................................................................................................... 22 
Reporting Breaches and Breach Response Team .................................................... 22 
Risk Assessment Process ......................................................................................... 22 
Assigning Risk Score ................................................................................................. 25 
Notification of Individuals ........................................................................................... 25 
Timing of Notification.................................................................................................. 25 
Responsibility for Notification ..................................................................................... 26 
Content of Notification ................................................................................................ 27 
Method of Communication ......................................................................................... 27 

Process for Remediation of a Breach .................................................................................... 28 
Credit Monitoring Data Breach Risk Packages .......................................................... 28 
Reporting a Data Breach ........................................................................................... 29 

Section 3 - Red Flag Identity Theft Program – Covered Transactions ................ 31 
Covered Transactions - Defined ............................................................................................ 31 

High Risk Entities and Practices ................................................................................ 31 
Mortgage Fraud and Identity Theft ............................................................................. 31 
Risk from Referral Sources ........................................................................................ 32 

Section 4 – Vendors and Vendor Approval Process ........................................... 33 
Risk from Vendors ...................................................................................................... 33 
Information Transfer to Investors and Private Mortgage Insurance Companies ....... 36 
Information Transfers to Credit Bureaus .................................................................... 37 



Company Name 
Red Flag Information Security and Identity Theft Program 

Page ii – Table of Contents 

Information transfers to Appraisers ............................................................................ 38 
Information Transfer to Attorneys and Title Companies ............................................ 39 
Closing Agent Risk Assessment ................................................................................ 39 

Section 5 - Identity Theft “Red Flags” ................................................................. 40 
Victim or Perpetrator? ................................................................................................ 40 

Originator’s Role in Red Flag Actions ................................................................................... 43 
Pre-Qualification and Qualification ............................................................................. 43 
Origination Review – Borrower Identity...................................................................... 44 
Originator Review – Income and Employment Documentation ................................. 45 
Originator Review – Asset Documentation ................................................................ 46 
Originator Review – Property Information .................................................................. 47 

Loan Processing Red Flag Review ....................................................................................... 48 
Processor/Underwriter Red Flag - Application Review .............................................. 49 
Processor/Underwriter Red Flag Review – Credit Report, Employment and Income 
Verification ................................................................................................................. 50 
Processor/Underwriter Red Flag Review – Asset Documentation ............................ 51 
Processor/Underwriter Red Flag Review – Transaction ............................................ 52 
Verbal Verification of Employment ............................................................................. 53 

Truncating Social Security Numbers on Requests ................................................................ 54 
Truncating Social Security Numbers on Requests ................................................................ 55 

Section 6 – Red Flag Discovery and Process ..................................................... 56 
Working with Borrowers -Counseling the Public ................................................................... 57 

Advising Consumers on Strategies to Deter Identity Theft ........................................ 57 
Working With Borrowers Who Have Identity Theft Problems .................................... 57 

Procedure upon Red Flag Alert ............................................................................................. 58 
Preparing The Identity Theft Affidavit-Police Report .................................................. 59 
Completing A Suspicious Activity Report (SAR) ........................................................ 62 
Completing A Suspicious Activity Report (SAR) ........................................................ 63 

Community Outreach............................................................................................................. 65 
Section 7 – Approval, Implementation and Revision of the Red Flag Policy ....... 66 

Initial Training ............................................................................................................. 66 
Updating the policy ..................................................................................................... 66 

 
 



Company Name 
Red Flag Information Security and Identity Theft Program 

Page 1 – Introduction 

Introduction  
 
Our objective in is information security plan is to identify areas of risk within our 
operation, understand our obligations under the law, and to have formal procedures for 
resolving issues that arise with respect to sensitive consumer information.  The Fair and 
Accurate Credit Transactions Act requires all financial service firms, including mortgage 
companies and mortgage brokers, to have an information security plan as well as a “Red 
Flag” program to identify whether consumers may already be victims of identity theft. 
 
The new regulations provide financial institutions and creditors with flexibility in 
developing internal programs according to their relative organizational size and 
complexity. However, the Program must include reasonable policies and procedures that: 
 
 identify relevant Red Flags, and then incorporate those Red Flags into the Program;  
 detect such Red Flags;  
 respond appropriately to any Red Flags to prevent and mitigate identity theft; and 
 ensure that the Program is updated periodically to reflect changes in risks to 

customers  
 
A red flag program is useless without an information security plan.  At Company Name, 
the information security plan works with our Red Flag program to assure that, not only 
will we stop identity theft when it is being perpetrated on our customers, we will do 
whatever we can to avoid data breaches in the first place.   
 
The mortgage industry has always had extensive checks and balances in place to assure 
the identities of our customers and their records are accurate.  To facilitate that the 
following quality control modules are incorporated by reference.  Throughout this 
document we will reference policies and procedures that are part of our normal business 
operations, but rightfully belong in other areas of our organizational documentation.  
These areas are: 
 
 Origination 
 Processing 
 Underwriting 
 Closing 
 Quality Control and Compliance 
 Physical Operations and Human Resources 
 Wholesale Operations 
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Information Security 
 
We are expected to have an identity theft program in place.  This is to assure that in 
addition to helping consumers identify risks we do not contribute to the problem.  There 
are many areas in which Company Name collects and exchanges private financial 
information in the course of our daily business.  The information security portion of our 
plan is designed to assure that we have safeguards in place to prevent loss of information 
and to define how we respond in the even of a data breach.  
 
Federal Laws 
 
The increase of identity theft as a crime in the United States has been accompanied by an 
increase in the number of laws designed to protect consumers.  All of the credit related 
laws are organized under Regulation B the Equal Credit Opportunity Act.   More 
specifically The Gramm-Leach-Bliley Financial Privacy Act, the Fair Credit Reporting 
Act, and the Fair and Accurate Credit Transactions Act, all guide us in our policy 
development.  In addition, the Sarbanes-Oxley Act is applicable as it applies to document 
retention and destruction.   
 
Beyond Compliance 
 
We believe that protecting consumer’s information is not only a responsibility, but can 
help us increase our business.  By proactively reaching out to consumers and educating 
those consumers about information security and identity theft, we can increase the level 
of trust the public places in us.  This will result in an increased level of business.   
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Section 1 - Understanding Information Security and Identity 
Theft 
 
Identity theft in the United States 
 
The Federal Trade Commission (FTC) commissions regular studies on identity theft, 
most recently in 2005.  In 2006 they released the results which estimated that there were 
approximately 8.3 million victims of identity theft and the United States in 2005.  
Compared to the 2002 study this might indicate that identity theft was on the decline.  An 
estimated 10 million victims were reported in 2002.  In addition, the survey estimated 
that $15.6 billion were lost and 2006.  This compares to $7.6 billion in the 2003 survey.  
While, according to The Javelin Group a research firm, identity theft has decreased 
somewhat since that time because of the increased awareness of the problem, the 
numbers are still staggering.   
 
When examining identity theft the Federal Trade Commission surveys break the incidents 
into three categories: 1.) existing credit card users, 2.) existing non credit card accounts, 
and 3.) new accounts and other frauds.  This is important to Company Name because we 
are not credit card issuers – we only see fraud in the mortgage lending environment.  
 
Identity Theft vs. Identity Fraud 
 
There is a difference between identity theft and identity fraud.  Identity theft is when 
personal information is accessed without your permission.  Identity fraud is when that 
information is used to commit a crime for financial gain.  
 
Common Identity Theft Scenarios 
 
Shoulder surfing is when a criminal witnesses a transaction being conducted and gathers 
the personal information necessary to repeat that transaction later.  
 
Often identity theft occurs by members of family and friends, or company employees. 
 
Many consumers often volunteer their personal financial information over the Internet 
and online identity theft is one of the areas that is of the greatest concern. 
 
“Vishing” is a telephone based version of the online “phishing.” Persons contact 
consumers by telephone and attempt to trick the consumer into providing personal 
financial information.   
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For the mortgage industry, and the financial services industry in general, data breaches 
are the area of biggest concern. Data breaches occur when large amounts of personal 
information are accessed from outside of the firm. Although surveys report that data 
breaches generally result in the smallest percentage of identity fraud situations, the 
potential for massive losses cause this to be the largest focus of the company’s 
information security plan. 
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Identifying Potential Fraud Quickly 
 
Nearly a quarter (25%) of all new account another fraud victims did not find out about 
the misuse of their information and time the six months after it started compared to just 
3% of existing credit card users. This is the rationale for having a “red flag” system of 
identity theft detection. The sooner the crime is discovered the more quickly and losses 
can be prevented. 

 
 
Identity fraud is a pernicious crime. Once discovered, particularly when perpetrated on 
new accounts, the problems tend to be ongoing.  This is because they continue to affect 
other areas of credit, including the mortgage application process. 
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Most consumers don’t know how their personal information was accessed. This lends 
credence to the idea that we have a proactive information security, and red flag, land in 
place to alert consumers if there is a breach of data, or somebody opens up an account 
without their knowledge. 
 

 
 
Since only a small percentage of all consumers have credit monitoring services, 
discovery of the theft is more likely to occur on an existing account. The customer 
receives a bill sees unauthorized transactions, and makes a report. However if the account 
of our identity theft results in a new account, without outside information the consumer 
has little or no way of discovering identity theft and identity fraud. 
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Section 2 - Information Security Plan 
 
Introduction  
 
Information security is the protection of the data that we keep on our premises and 
systems in the normal course of our business.  In addition to Company Name’s private 
company information, there is the valuable personal information of our customers, 
borrowers and applicants.  We have an obligation under federal law to keep that 
information safe.   
 
Our Information Security Plan has the following components 
 
 Securing Personal Information 
 Destruction of Secure Information and Records 
 Remediation in the Event of a Breach 
 
Areas of Risk 
 
The risk of large scale data theft is normally targeted towards larger institutions that may 
have a larger customer base and consequently have a greater opportunity for reward.  
Again, the average credit card identity fraud theft results in losses of less than $1,000.  
Unfortunately, mortgage offices, while they offer smaller scale opportunities for theft, 
also represent financial assets of far greater value.  One theft can result in hundreds of 
thousands of dollars of losses.  We require safeguards at all levels.   
 
Authorized Personnel 
 
All staff members are required to complete an employment initiation process which 
includes background check and education in the areas of general company policy, 
regulations and information security.  Temporary staff, contractors and non-employee 
staff may not access customer information without clearance.    
 
Office Security 
 
During hours of operation, attended doors may be left open.  However, should the door 
be unattended, replacement reception personnel must be arranged, or the door must be 
locked and signage placed reading “Reception Area Unattended, please ring for entry.”  
Bonded cleaning crews may be allowed to clean the office space after hours. 
 
Guests must be escorted by an employee at all times.  Guests must sign in at the reception 
area.   
 
Side doors and fire doors may not be propped open.  Signage must be in place that reads 
“KEEP DOOR LOCKED AT ALL TIMES.” 
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A person leaving his or her desk must replace all files and lock them in secure desk or 
filing cabinet drawers.   
 
Clean Desk Policy  
 
An effective clean desk effort involving the participation and support of all Company 
Name employees can greatly protect paper documents that contain sensitive information 
about our clients, customers and vendors.  All employees should familiarize themselves 
with the guidelines of this policy. 
 
The main reasons for a clean desk policy are: 
 
A clean desk can produce a positive image when our customers visit the company. 
It reduces the threat of a security incident as confidential information will be locked away 
when unattended. 
Sensitive documents left in the open can be stolen by a malicious entity. 
 
Responsibility 
 
All staff, employees and entities working on behalf of company are subject to this policy 
 
Scope  
 
At known extended periods away from your desk, such as a lunch break, sensitive 
working papers are expected to be placed in locked drawers.At the end of the working 
day the employee is expected to tidy their desk and to put away all office papers. 
Company Name provides locking desks and filing cabinets for this purpose.  
 
Action 
 
 Allocate time in your calendar to clear away your paperwork. 
 Always clear your workspace before leaving for longer periods of time. 
 If in doubt - throw it out. If you are unsure of whether a duplicate piece of sensitive 

documentation should be kept - it will probably be better to place it in the shred bin. 
 Consider scanning paper items and filing them electronically in your workstation. 
 Use the recycling bins for sensitive documents when they are no longer needed.  
 Lock your desk and filing cabinets at the end of the day 
 Lock away portable computing devices such as laptops or PDA devices 
 Treat mass storage devices such as CDROM, DVD or USB drives as sensitive and 

secure them in a locked drawer 
 
Enforcement 
 
Any employee found to have violated this policy may be subject to disciplinary action, up 
to and including termination of employment. 
 



Company Name 
Red Flag Information Security and Identity Theft Program 

Page 9 – Section 3 – Red Flag Identity Theft Plan 

Laptop Computers and Mobile Devices 
 
This describes Information Security requirements for encrypting data at rest on Company 
Name mobile devices. 
 
This policy applies to any mobile device issued by Company Name or used for Company 
Name business which contains stored data owned by Company Name. 
 
All mobile devices containing stored data owned by Company Name must use an 
approved method of encryption to protect data at rest.  Mobile devices are defined to 
include laptops, PDAs, and cell phones. 
 
Users are expressly forbidden from storing Company Name data on devices that are not 
issued by Company Name, such as storing Company Name email on a personal cell 
phone or PDA. 
 
Laptops must employ full disk encryption with an approved software encryption package.  
No Company Name data may exist on a laptop in cleartext. 
 
PDAs and Cell phones 
 
Any Company Name data stored on a cell phone or PDA must be saved to an encrypted 
file system using Company Name-approved software.  Company Name shall also employ 
remote wipe technology to remotely disable and delete any data stored on a Company 
Name PDA or cell phone which is reported lost or stolen. 
 
Keys 
 
All keys used for encryption and decryption must meet 128 bit complexity requirements. 
 
Loss and Theft 
 
The loss or theft of any mobile device containing Company Name data must be reported 
immediately.   
 
Enforcement  
 
Any employee found to have violated this policy may be subject to disciplinary action, up 
to and including termination of employment.  
 
Definitions 
 
Term Definition 
Cleartext Unencrypted data 
Full disk encryption Technique that encrypts an entire hard drive, 

including operating system and data 
Key Phrase used to encrypt or decrypt data 
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PDA Personal Data Assistant. 
Remote wipe Software that remotely deletes data stored on a 

mobile device. 
 
 
Desktop Security Policy 
 
The purpose of this policy is to provide guidance for workstation security for Company 
Name workstations in order to ensure the security of information on the workstation and 
information the workstation may have access to.   
Scope  
 
This policy applies to all Company Name employees, contractors, workforce members, 
vendors and agents with a Company Name-owned or personal-workstation connected to 
the Company Name network. 
 
Policy 
  
Appropriate measures must be taken when using workstations to ensure the 
confidentiality, integrity and availability of sensitivity information, and that access to 
sensitivity information is restricted to authorized users.   
 
Workforce members using workstations shall consider the sensitivity of the information, 
that may be accessed and minimize the possibility of unauthorized access. Company 
Name will implement physical and technical safeguards for all workstations that access 
electronic protected health information to restrict access to authorized users.  
 
Appropriate measures include: 
  
 Restricting physical access to workstations to only authorized personnel. 
 Securing workstations (screen lock or logout) prior to leaving area to prevent 

unauthorized access. 
 Enabling a password-protected screen saver with a short timeout period to ensure that 

workstations that were left unsecured will be protected 
 Complying with all applicable password policies and procedures.  
 Ensuring workstations are used for authorized business purposes only. 
 Never installing unauthorized software on workstations. 
 Storing all sensitivity information on network servers   
 Keeping food and drink away from workstations in order to avoid accidental spills. 
 Securing laptops that contain sensitivity information by using cable locks or locking 

laptops up in drawers or cabinets.  
 Complying with the Portable Workstation Encryption policy 
 Complying with the Anti-Virus policy 
 Ensuring that monitors are positioned away from public view.  If necessary, install 

privacy screen filters or other physical barriers to public viewing. 
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 Ensuring workstations are left on but logged off in order to facilitate after-hours 
updates.  Exit running applications and close open documents 

 Ensuring that all workstations use a surge protector (not just a power strip) or a UPS 
(battery backup). 

 If wireless network access is used, ensure access is secure by following the Wireless 
Access policy 

 
Enforcement  
 
Any employee found to have violated this policy may be subject to disciplinary action, up 
to and including termination of employment.  
 
Definitions  
 
Workstations include: laptops, desktops, PDAs, computer based medical equipment 
containing or accessing patient information and authorized home workstations accessing 
the Company Name network. 
 
Workforce members include: employees, volunteers, trainees, and other persons under 
the direct control of Company Name 
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Document Retention and Destruction 
 
In accordance with the Sarbanes-Oxley Act, which makes it a crime to alter, cover up, 
falsify, or destroy any document with the intent of impeding or obstructing any official 
proceeding, this policy provides for the systematic review, retention and destruction of 
documents received or created by Company Name in connection with the transaction of 
organization business. This policy covers all records and documents, regardless of 
physical form, contains guidelines for how long certain documents should be kept and 
how records should be destroyed. The policy is designed to ensure compliance with 
federal and state laws and regulations, to eliminate accidental or innocent destruction of 
records and to facilitate Company Name’s operations by promoting efficiency and 
freeing up valuable storage space.  
 
Document Retention  
 
Company Name follows the document retention procedures outlined below. Documents 
that are not listed, but are substantially similar to those listed in the schedule will be 
retained for the appropriate length of time.   
 
Corporate Records 
Annual Reports to Secretary of State/Attorney General Permanent 
Articles of Incorporation      Permanent 
Board Meeting and Board Committee Minutes   Permanent 
Board Policies/Resolutions     Permanent 
By-laws        Permanent 
Construction Documents      Permanent 
Fixed Asset Records       Permanent 
IRS Application for Tax-Exempt Status (Form 1023)  Permanent 
IRS Determination Letter      Permanent 
State Sales Tax Exemption Letter     Permanent 
Contracts (after expiration)     7 years 
Correspondence (general)      3 years 
 
Accounting and Corporate Tax Records 
Annual Audits and Financial Statements   Permanent  
Depreciation Schedules      Permanent 
General Ledgers       Permanent  
IRS 990 Tax Returns      Permanent 
Business Expense Records      7 years  
IRS 1099s        7 years  
Journal Entries      7 years  
Invoices       7 years 
Sales Records (box office, concessions, gift shop)   5 years  
Petty Cash Vouchers       3 years 
Cash Receipts        3 years  
Credit Card Receipts       3 years  



Company Name 
Red Flag Information Security and Identity Theft Program 

Page 13 – Section 3 – Red Flag Identity Theft Plan 

 
Bank Records 
Check Registers       Permanent 
Bank Deposit Slips       7 years 
Bank Statements and Reconciliation     7 years 
Electronic Fund Transfer Documents    7 years 
 
Payroll and Employment Tax Records 
Payroll Registers       Permanent  
State Unemployment Tax Records    Permanent  
Earnings Records       7 years  
Garnishment Records       7 years 
Payroll Tax returns       7 years  
W-2 Statements       7 years  
 
Employee Records 
Employment and Termination Agreements    Permanent  
Retirement and Pension Plan Documents    Permanent  
Records Relating to Promotion, Demotion or Discharge  7 years after termination  
Accident Reports and Worker’s Compensation Records 5 years  
Salary Schedules      5 years  
Employment Applications      3 years 
I-9 Forms        3 years after termination  
Time Cards        2 years 
 
Loan Application Copy File      3 years after completion 
Loan Servicing File      3 years after loan payoff 
 
Electronic Documents and Records  

Electronic documents will be retained as if they were paper documents. Therefore, any 
electronic files, including records of donations made online, that fall into one of the 
document types on the above schedule will be maintained for the appropriate amount of 
time. If a user has sufficient reason to keep an email message, the message should be 
printed in hard copy and kept in the appropriate file or moved to an “archive” computer 
file folder. Backup and recovery methods will be tested on a regular basis. 

 

Emergency Planning 
 
Company Name’s records will be stored in a safe, secure and accessible manner. 
Documents and financial files that are essential to keeping Arts Organization operating in 
an emergency will be duplicated or backed up at least every week and maintained off site.  
 
Document Destruction  
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Company Name’s chief financial officer, compliance officer or general manager is 
responsible for the ongoing process of identifying its records, which have met the 
required retention period and overseeing their destruction. Destruction of financial and 
personnel-related documents will be accomplished by shredding. 
 
Document destruction will be suspended immediately, upon any indication of an official 
investigation or when a lawsuit is filed or appears imminent. Destruction will be 
reinstated upon conclusion of the investigation.  
 
Compliance 
 
Failure on the part of employees to follow this policy can result in possible civil and 
criminal sanctions against Company Name and its employees and possible disciplinary 
action against responsible individuals. The chief financial officer and finance committee 
chair will periodically review these procedures with legal counsel or the organization’s 
certified public accountant to ensure that they are in compliance with new or revised 
regulations. 
 
Onsite Records Storage Policy 
 
Active, closed or denied loan application copies, exclusive of delivery file documentation 
subject to the Funding, Warehousing, Delivery and Servicing Setup process, will be 
stored in the branch.  These files will be indexed by month, and alphabetically by 
borrower last name.   File cabinets must be locked, and keys are maintained by the 
operations manager and may be accessed under supervision during business hours.   
 
Offsite Records Storage 
 
If, due to space concerns, there is insufficient room in the branch location to provide file 
storage, off-site records storage may be utilized through a secure, bonded, professional 
records Management Company that is a member of the American Business Records 
Management Association.  Records of each file box sent to Archive must be maintained 
current by the operations manager and must be available for immediate inspection within 
2 hours notice.   
 
The purpose of this policy is to ensure the proper use of Company Name’s email system 
and make users aware of what Company Name deems as acceptable and unacceptable use 
of its email system. The Company Name reserves the right to amend this policy at its 
discretion. In case of amendments, users will be informed appropriately. 
 



Company Name 
Red Flag Information Security and Identity Theft Program 

Page 15 – Section 3 – Red Flag Identity Theft Plan 

 
Electronic Communication 
 
Email is a business communication tool and users are obliged to use this tool in a 
responsible, effective and lawful manner. Although by its nature email seems to be less 
formal than other written communication, the same laws apply. Therefore, it is important 
that users are aware of the legal risks of e-mail: 
 
By following the guidelines in this policy, the email user can minimize the legal risks 
involved in the use of e-mail. If any user disregards the rules set out in this Email Policy, 
the user will be fully liable and Company Name will disassociate itself from the user as 
far as legally possible. 
 
The following rules are required by law and are to be strictly adhered to: 
 

 It is strictly prohibited to send or forward emails containing libelous, defamatory, 
offensive, racist or obscene remarks. If you receive an e-mail of this nature, you 
must promptly notify your supervisor. 

 Do not forward a message without acquiring permission from the sender first. 
 Do not send unsolicited email messages. 
 Do not forge or attempt to forge email messages. 
 Do not send email messages using another person’s email account. 
 Do not copy a message or attachment belonging to another user without 

permission of the originator. 
 Do not disguise or attempt to disguise your identity when sending mail. 

 
Best Practices 
 
Company Name considers email as an important means of communication and 
recognizes the importance of proper email content and speedy replies in conveying a 
professional image and delivering good customer service. Therefore Company Name 
wishes users to adhere to the following guidelines: 
 
Writing emails:  

 Signatures must include your name, job title and Company Name. A disclaimer 
will be added underneath your signature (see Disclaimer) 

 Use the spell checker before you send out an email. 
 Do not send unnecessary attachments. Compress attachments larger than 200K 

before sending them. 
 Do not write emails in capitals.  
 Do not use cc: or bcc: fields unless the cc: or bcc: recipient is aware that you will 

be copying a mail to him/her and knows what action, if any, to take. 
 If you forward mails, state clearly what action you expect the recipient to take. 
 Only send emails of which the content could be displayed on a public notice 

board. If they cannot be displayed publicly in their current state, consider 
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rephrasing the email, using other means of communication, or protecting 
information by using a password (see confidential). 

 Only mark emails as important if they really are important. 
 
Replying to emails:  
 
Emails should be answered within at least 8 working hours, but users must endeavor to 
answer priority emails within 4 hours.  
Priority emails are emails from existing customers and business partners. 
 
Newsgroups:  
 
Users need to request permission from their supervisor before subscribing to a newsletter 
or news group. 
 
Maintenance:  
 
Delete any email messages that you do not need to have a copy of, and set your email 
client to automatically empty your ‘deleted items’ on closing. 
 
Personal Use 
 
Although Company Name’s email system is meant for business use, Company Name 
allows the reasonable use of email for personal use if certain guidelines are adhered to: 
 
 Personal use of email should not interfere with work. 
 Personal emails must also adhere to the guidelines in this policy. 
 Personal emails are kept in a separate folder, named ‘Private’. The emails in this 

folder must be deleted weekly so as not to clog up the system. 
 The forwarding of chain letters, junk mail, jokes and executables is strictly forbidden. 
 On average, users are not allowed to send more than 2 personal emails a day. 
 Do not send mass mailings. 
 All messages distributed via the company’s email system, even personal emails, are 

Company Name’s property. 
 
Confidential Information 
 
Avoid sending confidential information by e-mail. If you do, you must secure the 
information by including it in a Microsoft Word, Excel or .PDF file and protect it with a 
password. Then provide the recipient with the password by means of other 
communication, for instance by telephone. 
 
Disclaimer 
 
The following disclaimer will be added to each outgoing email: 
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‘This email and any files transmitted with it are confidential and intended solely for the 
use of the individual or entity to which they are addressed. If you have received this 
email in error please notify the system manager. Please note that any views or opinions 
presented in this email are solely those of the author and do not necessarily represent 
those of the company. Finally, the recipient should check this email and any attachments 
for the presence of viruses. The company accepts no liability for any damage caused by 
any virus transmitted by this email.’ 
 
System Monitoring 
 
You must have no expectation of privacy in anything you create, store, send or receive on 
the company’s computer system. Your emails can be monitored without prior notification 
if Company Name deems this necessary. If there is evidence that you are not adhering to 
the guidelines set out in this policy, the Company Name reserves the right to take 
disciplinary action, including termination and/or legal action. 
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Secure Fax Transmission 
 
The legacy of fax transmission in the mortgage industry is long. The risk of using fax 
transmissions is that the sender has no idea whether the recipient is attending to the 
machine while the document is being received, printed, and then available for viewing. In 
order to prevent the compromise of secure information never send information to an 
unattended facsimile machine. If you can confirm that the recipient is standing at the 
machine, it is acceptable to proceed with communications in this manner. 
 
Alternatively, we can provide an “E-fax” account for individual users. This allows the 
transmission of facsimiles via e-mail to a secure login account.   
 
For transmitting paper documents, always create a password protected document and 
deliver the password to the recipient using a different method of communication, such as 
the telephone.   
 
Secure Telephone Communications 
 
Vishing is the criminal practice of using social engineering and Voice over IP (VoIP) to 
gain access to private personal and financial information from the public for the purpose 
of financial reward. The term is a combination of "voice" and phishing. Vishing exploits 
the public's trust in landline telephone services, which have traditionally terminated in 
physical locations which are known to the telephone company, and associated with a bill-
payer. The victim is often unaware that VoIP allows for caller ID spoofing, inexpensive, 
complex automated systems and anonymity for the bill-payer. Vishing is typically used to 
steal credit card numbers or other information used in identity theft schemes from 
individuals. 
 
According to the FBI's Internet Crime Complaint Center (IC3), the number of "vishing" 
complaints received by the center is increasing at what it calls "an alarming rate." Vishing 
and phishing are related, and both rely on e-mail as a means of delivering bait, but the 
two use different hooks in order to snag user data.  
 
Vishing starts with an e-mail, like phishing, but requests that end-users contact a 
particular institution by phone in order to resolve an issue or re-secure personal data. 
People who call the provided number will be asked to provide the same types of data 
phishers attempt to procure. Ironically, vishing e-mails may even attempt to reassure 
recipients of their legitimacy by stating that the institution in question would never 
request customer financial data via e-mail or IM.  
 
As always, the best defense against phishing or vishing is a little common sense. If your 
bank or other financial institution with which you are affiliated contacts you requesting 
personal data, hang up (or call them) using only the number provided on the back of your 
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card or official statement. If you can't get confirmation that the request is actually 
legitimate, don't follow up on it. 
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Social Engineering Scams – Internal and External Prevention 
 
One of the most prevalent forms of online scams is referred to as a seemingly benign 
term: "social engineering." This practice, which is sometimes referred to as "phishing," 
refers to using trickery to get people to voluntarily hand over critical information, such as 
usernames or passwords. 
 
In many cases, spam filters can easily detect the clumsier social engineering efforts and, 
thus, spare computer users from grief. However, there are a growing number of 
sophisticated efforts that are crafted to circumvent the spam filters - and unsuspecting 
customers that click into these cleverly disguised emails run the risk of facing serious 
repercussions. 
 
Social engineering attacks mimic an email notification from a well-known and trusted 
source: financial institutions, LinkedIn, PayPal, the Better Business Bureau, Facebook 
and so forth. The attackers create an email that looks exactly like the normal system 
notices that are sent out by those entities, but they change the links to hit their own 
servers. 
 
The most classic example is an email that sends a dire notice with a link to login and 
check on a potential problem. When a person clicks on the link, it takes him or her to a 
page on the cyberattacker's servers that looks just like the well-known entity's login page. 
 
When a person enters his or her username and password, this information is stored in a 
database on the phony server while an error box appears that says, "Invalid username or 
password, please try again." This error box message comes with an OK button that, when 
clicked, redirects the person to the real login page. 
 
People may not realize there is a problem because passwords are obscured with asterisks, 
so it is natural to assume there was a typo during the initial password entry. However, the 
miscreants now have the person's username and password. 
 
So what does this mean to mortgage bankers if someone gets tricked into thinking a 
social engineering scam message really came from Facebook or LinkedIn? Quite simply, 
many people have the same usernames and passwords for multiple websites. Thus, a 
person who has unwittingly surrendered his or her personal information for a Facebook 
page might not realize that the social engineering scam artists could later use that 
information to gain access to online mortgage banking accounts. 
 
Company Name needs to take a proactive approach in educating customers on how to 
identify potential scams that pop up in their email in-boxes. Here are some safety tips we 
send out to all customers: 
 
1. Don't click links from emails. Instead, open a Web browser and specifically go to the 
site in question and login directly. It is not common for financial institutions to have a 
"click here to login" link within their email communications. 
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2. Be suspicious of serious "warnings" and dollar amounts posted directly in emails. 
Financial services companies are not in the habit of sending customers panic-inducing 
messages of "low account balances" or other account discrepancies with details plainly 
shown in the email. Warnings are more discreet and merely direct the customer to go log 
in for details. 
3. Use mouse-overs to view a link before clicking. Although not all email software and 
hardware devices support them, a mouse-over can quickly and easily identify the links 
within an email message. 
4. Try not to use the same password at multiple sites. Use a password program to store 
and remember online access data.  
5. Routinely update passwords. Updating passwords, even once a year, is an easy way to 
stay one step ahead of the social engineering scammers. 
 
Invite customers who are in doubt about the veracity of emails to forward them to 
Company Name for verification. Several sites that have been the subject of social 
engineering scams, including eBay and PayPal, have special email accounts that receive, 
review and keep track of these online frauds. These spoof-checking efforts will help 
empower the customer to ensure that Company Name does not become the victim of the 
next big Internet fraud. 
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Data Breach Policy Implementation Guide  
 
The response to any breach of personally identifiable information (PII) can have a critical 
impact on the Company Name’s reputation and how trustworthy the public perceives the 
company. Thus, exceptional care must be taken when responding to data breach 
incidents. Not all incidents result in data breaches, and not all data breaches require 
notification. This guide is to assist the Data Breach Team in developing an appropriate 
response to a data breach based on the specific characteristics of the incident.  
 
Background  
 
This Data Breach Policy Implementation Guide is based on the President’s Identity Theft 
Task Force recommendations that provide a menu of steps for the company to consider, 
so that it may pursue a risk-based, tailored response to data breach incidents.  
 
Definition of Breach 
 
A breach is a loss of control, compromise, unauthorized disclosure, unauthorized 
acquisition, unauthorized access, or any similar term referring to situations where persons 
other than authorized users and for an authorized purpose have access or potential access 
to PII in usable form, whether physical or electronic.  
 
Reporting Breaches and Breach Response Team 
 
Breach is immediately reported to  
 
 Chief Privacy Officer (CPO)  
 Chief Information Officer (CIO)  
 Chief, IT Security Office (ITSO)  
 Associate Director for Communications  
 Chief, Office of Analysis and Executive Support (OAES)  
 As warranted:  
 Chief, Office of Security  
 General Counsel  
 Law Enforcement  
 
Risk Assessment Process 
 
Risk is a function of the probability or likelihood of a privacy violation, and the resulting 
impact of that violation. To assign a risk score, assess the probability of the event (data 
breach) occurring and then assess the impact or harm caused to an individual and our 
organization in its ability to achieve its mission.  
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Likelihood  Likelihood Definition  

High (H)  The nature of the attack and the data indicate that the motivation is criminal intent; 
the security of the data and controls to minimize the likelihood of a privacy violation 
are ineffective.  

Medium 
(M)  

The nature of the attack and data indicate that the motivation could be criminal 
intent; but controls are in place that may impede success.  

Low (L)  The nature of the attack and data do not indicate criminal intent, and security and 
controls are in place to prevent, or at least significantly impede, the likelihood of a 
privacy violation.  

 
To assess likelihood of a breach occurring, consider five factors:  
1. How the loss occurred  
2. Data elements breached  
3. Ability to access the data - the likelihood the personal information will be or has been 
compromised – made accessible to and usable by unauthorized persons  
4. Ability to mitigate the risk of harm  
5. Evidence of data being used for identity theft or other harm  
 
1. How Loss Occurred  
H - Online system hacked  
H - Data was targeted  
M - Device was targeted  
M - Device stolen  
L - Device lost  
 
2. Data Elements Breached*  
H - Social Security Number  
H - Biometric record  
H - Financial account number  
H - PIN or security code for financial account  
H - Health data  
M - Birthdate  
M - Government Issued Identification Number (drivers license, etc.)  
L - Name  
L - Address  
L - Telephone Number  
*A combination of identifying information and financial or security information should 
always be considered a high risk with high likelihood of harm occurring.  
 
3. Ability to access data  
H – paper records or electronic records in a spreadsheet that is not password protected  
M – electronic records that are password protected only  
L – electronic records that are password protected and encrypted  
 
4. Ability to mitigate the risk of harm  
H – no recovery of data  
M – partial recovery of data  
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L – recovery of data prior to use  
 
5. Evidence of data being used for identity theft or other harm  
H – Data published on the web  
M – Data accessed but no direct evidence of use  
L – No tangible evidence of data use  
 
After evaluating each factor and assigning an overall probability or likelihood of a breach 
occurring, review and assess the impact or harm to an individual or our organization.  
 
Impact 
Rating  

Impact Definition  

High  Event (1) may result in human death or serious injury or harm to individual; (2) may 
result in high costs to organization; or (3) may significantly violate, harm, or impede 
an organization’s mission, reputation, or interest.  

Medium  Event (1) may result in injury or harm to the individual; (2) may result in costs to the 
organization; or (3) may violate, harm, or impede an organization’s mission, 
reputation, or interest.  

Low  Event (1) may result in the loss of some tangible organizational  
assets or resources; or (2) may noticeably affect an organization’s mission, 
reputation, or interest.  

 
The impact depends on the extent to which the breach poses a risk of identity theft or 
other substantial harm to an individual such as: embarrassment, inconvenience, 
unfairness, harm to reputation or the potential for harassment or prejudice, particularly 
when health or financial benefits information is involved. 
 
Financial considerations can be factored in when determining the impact on our 
organization. For instance, credit monitoring is generally estimated at $20 per year per 
case (individual). The costs associated with implementing a call center including staff 
salaries may also be a factor. Alternatively, the cost of contracting for this service could 
be a factor.  
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Assigning Risk Score  
 
The risk score is determined by cross-referencing the likelihood score with the impact 
score.  
 
Likelihood  Impact  

Low  Medium  High  
High  Medium High  High  
Medium  Low  Medium  High  
Low  Low  Low  Medium  

 
Notification of Individuals 
 
The risk score assigned will help determine if and when we should provide notification. 
If the likelihood of risk is low, there could be more harm or impact on the individual if 
notification is provided due to the actions the notified individual may take. Thus, 
notification must be weighed with the likelihood of risk. No notification may be required 
when the risk levels of each of the five factors is low. If the likelihood of risk is high and 
the level of impact or harm to the individual is medium, notification and remedy may be 
required. Alternatively, if the likelihood of risk is low and the level of impact or harm to 
the individual is high, notification only may be required. If the five factors are considered 
appropriately, it is more likely that notification will only be given in those instances 
where there is a reasonable risk of harm and will not lead to the overuse of notification 
and thus the associated further complications to the individual.  
 
Thus, consideration should be given to all factors when determining final actions to take 
when addressing each incident. The table below should only be used as guide and 
conditions may warrant actions above or below those associated with the final risk score.  
 
Risk Score  Necessary Action  
High  Notify and provide remedy 
Medium  Notify only  
Low  Monitor only  

 
Timing of Notification 
  
Notice will be provided within a reasonable time following the discovery of a breach 
consistent with the legitimate needs of law enforcement and any measures necessary for 
the Census Bureau to determine the scope of the breach and, if applicable, to restore the 
reasonable integrity of the system/process that was compromised.  
 
In some circumstances, law enforcement considerations may require a delay in 
notification if the investigation of the breach or of an individual affected by the breach 
requires it and notification would seriously impede the investigation. The delay should 
not exacerbate risk or harm to any affected individual(s) or be tied to the completion of 
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the investigation, but rather be based on whether it would seriously impede the 
investigation to provide the notice promptly.  
 
Responsibility for Notification 
 
The notice should come from a senior Company Name representative. 
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Content of Notification 
 
The notice must be clear, concise, conspicuous, easy-to-understand, in plain language and 
should include the following elements:  
 
 A brief description of what happened, including the date(s) of the breach and its 

discovery.  
 A description of the types of personal information that were involved in the breach 

(e.g., full name, Social Security number, date of birth, home address, account number, 
disability code, etc.) to the extent possible.  

 What steps, if any, an individual should take to protect himself from potential harm.  
 What Company Name is doing, if anything, to investigate the breach, to mitigate 

losses, and to protect against any further breaches.  
 Who and how affected individuals should contact Company Name for more 

information, including a toll-free telephone number, e-mail address, and postal 
address.  

 Direction to additional guidance available from the Federal Trade Commission at: 
http://www.consumer.gov/idtheft/.  

 
Minimizing your risk at: http://www.consumer.gov/idtheft/con_minimize.htm.  
Publications at: http://www.consumer.gov/idtheft/con_pubs.htm.  
 
Method of Communication 
 
Notice of the breach will be provided commensurate to the number of individuals 
affected by the breach and the availability of contact information Company Name has for 
the affected individuals. Correspondence must be prominently marked on the exterior 
reflecting the importance of the communication to help ensure the recipient does not 
discard or otherwise ignore the notification.  
 
In general, the primary means of notification will be by first-class mail to the last known 
mailing address of the individual based on Company Name records.  
 
Where we have reason to believe that the address is no longer current, reasonable efforts 
will be made to update the address using the U.S. Postal Service National Change of 
Address (NCOA) database.  
 
Substitute notice may be made in instances where Company Name does not have 
sufficient contact information for those who need to be notified. In such instances, notice 
may consist of a conspicuous posting of the notice on the company’s home page of its 
web site and include additional information in a Frequently Asked Questions (FAQ).  
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Process for Remediation of a Breach 
 
Remedy is provided when the risk score is High.  
  
Credit Monitoring Data Breach Risk Packages (i.e. Lifelock) 
 
Low Risk Package  Low Risk Package Includes:  

Social Security, Credit Card and 1 Bureau Credit Report Monitoring 
3 Bureau Initial Fraud Alert  
Credit Card Registry  
Online Identity Theft Assistance  
24 x 7 Customer Support  
 

Medium Risk Package  Medium Risk includes Low Risk benefits plus:  
Instant 1 Bureau Credit Report  
Instant 1 Bureau Credit Score  
Personal Information Directory Monitoring and Deletion  
Identity Theft Consumer Guide  
$25,000 ($0 deductible) Identity Theft Insurance  
 

High Risk Package  High Risk includes Medium Risk benefits plus:  
3 Bureau Credit Report Monitoring  
Instant 3 in 1 Credit Report  
Instant 3 Bureau Credit Scores  
Fraud Resolution & Identity Restoration Specialist  
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Reporting a Data Breach 
 
Security Breach Notification Laws have been enacted in most U.S. states since 2002. 
These laws were enacted in response to an escalating number of breaches of consumer 
databases containing personally identifiable information. The first such law, the 
California data security breach notification law was enacted in 2002 and became effective 
on July 1, 2003. As related in the bill statement, law requires "a state agency, or a person 
or business that conducts business in California, that owns or licenses computerized data 
that includes personal information, as defined, to disclose in specified ways, any breach 
of the security of the data, as defined, to any resident of California whose unencrypted 
personal information was, or is reasonably believed to have been, acquired by an 
unauthorized person." In addition the law permits delayed notification "if a law 
enforcement agency determines that it would impede a criminal investigation." The law 
also requires any entity that licenses such information to notify the owner or licensee of 
the information of any breach in the security of the data. 
 
The California law has been the model for the enactment of similar laws in other states. 
The National Conference of State Legislatures maintains a list of enacted and proposed 
security breach notification laws 
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Section 3 - Red Flag Identity Theft Program – Covered 
Transactions 
 
Covered Transactions - Defined 
 
The Federal regulations define a covered account as: 
 
(i) An account that a financial institution or creditor offers or maintains, primarily for 
personal, family, or household purposes, that involves or is designed to permit multiple 
payments or transactions, such as a credit card account, mortgage loan, automobile loan, 
margin account, cellphone account, utility account, checking account, or savings account; 
and 
(ii) Any other account that the financial institution or creditor offers or maintains for 
which there is a reasonably foreseeable risk to customers or to the safety and soundness 
of the financial institution or creditor from identity theft, including financial, operational, 
compliance, reputation, or litigation risks. 
 
As providers of mortgage loan services, Company Name is subject to the red flag rules, 
and our applicants meet the definition of “customers”. 
 
High Risk Entities and Practices 
 
In general, high-risk entities may provide consumer financial services or other goods or 
services of value to identity thieves such as telecommunication services or goods that are 
easily convertible to cash, whereas low-risk entities may do business primarily with other 
businesses or provide non-financial services or goods that are not easily convertible to 
cash.  By this definition, we do not provide services or goods that are easily converted to 
cash.   
 
Company Name has maintained a fraud prevention program as part of our usual and 
customary business practices and already takes steps to minimize losses due to fraud. 
According to the Federal Trade Commission (FTC) ruling on the Red Flag Program 
Requirements, only relevant staff need be trained to implement the Program, as 
necessary.  Staff already trained as a part of a covered entity’s anti-fraud prevention 
efforts do not need to be re-trained except as incrementally needed.  
 
The Education program the FTC sees as appropriate requires approximately 4 hours in 
the year of implementing the program, and that there should be approximately 1 hour per 
year of recurring education.  Company Name must maintain this written program.  
 
Mortgage Fraud and Identity Theft 
 
The provisions of the FTC’s “Red Flag Identity Theft Guidelines” state that covered 
entities that already perform elements of an identity theft program – such as in a complete 
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fraud prevention quality control plan – do not have to have separate training programs in 
red flag identity theft prevention.   
 
The elements of the Company Name’s Fraud Prevention Program are incorporated by 
reference here.  Further specific elements are addressed in subsequent sections of this 
plan – “Red Flag Identification” at specific stages of the origination process.   
 
Risk from Referral Sources 
 
In a business to business sales environment it is typical to exchange some elements of a 
consumer’s private information.  All outside sales representatives should establish a list 
of referral sources and ascertain that the referral source’s firm has an information security 
plan and Red Flag identity theft program in place.   
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Section 4 – Vendors and Vendor Approval Process 
 
Risk from Vendors 
 
In Company Name’s interaction with vendors the greatest risk posed to the consumers’ 
private financial information is at the time the file physically moves from our office to 
the office of the outside vendor. In each of these cases care needs to be taken to ensure 
that we are aware of which private information is being disclosed in the degree to which 
it could be subject to data breach.   
 
These potential breaches occur primarily with our main vendor groups; credit bureaus, 
appraisers, private mortgage insurance companies, and outside investors.  While we focus 
on these individual groups, any company that has access to our records needs to be 
considered as a risk factor.   
 
We grade the risk on two factors from our own information safeguard criteria: 
 
The risk based on the information that is shared 
The risk based on the information security plan of the vendor 
 
Level of Risk (High, 
Medium or Low)  

Data Elements* 

H   Social Security Number  
H   Biometric record  
H   Financial account number  
H   PIN or security code for financial account  
H   Health data  
M   Birth date  
M   Government Issued Identification Number (driver’s license, etc.)  
L   Name  
L   Address  
L   Telephone Number  
*A combination of identifying information and financial or security information should always be 
considered a high risk with high likelihood of harm occurring.  
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Information Transfer to Investors and Private Mortgage Insurance Companies 
 
Whenever possible files and should be transferred electronically via imaging software 
protocol. Often physical exhibits are transferred to the investor for review by 
underwriting. When this occurs we must be sure that the investor has information privacy 
and red flag detection program in place.  
 
Responsible Party  Step  Description  
Operations manager  Request confirmation investor 

has information security policy 
No further investigation is 
required upon confirmation of 
red flag policy in place  Outside investor compliance 

officer 
Provide verbal confirmation of 
red flag policy  

Processor, loan originator, 
underwriter  

Deliver documentation via 
secure method  

Choose secure delivery 
format-Federal express, UPS, 
or other 
Address specific individual  
Request signature 
confirmation  

 
 
Risk Level 
 
HIGH 
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Information Transfers to Credit Bureaus 
 
Of all the vendors we would expect to have a documented plan, credit bureaus are the 
most sensitive information providers. The flow of sensitive information-debt payoff re-
certifications, loan payment histories, and alternative payment history verifications just to 
name a few-is very rapid between lenders and credit bureaus. Company Name provides 
secure methods of communication, via e-mail, secure fax, and telephone.   
 
Credit Bureau Risk Assessment 
 
HIGH 
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Information transfers to Appraisers 
 
Of all of our information transfers to vendors appraisers represent the lowest risk.  This is 
because the only information that is normally transmitted is the borrower’s name, address 
and telephone information.  Care should be taken when making requests on agency loans 
where additional information, such as the social security number of the applicant may be 
revealed.   
 
The ordinary process for requesting appraisals normally involves sending an appraisal 
request form via facsimile.  Any secure information should be sent utilizing a secure 
method specifically password protected a facsimile, or a word document containing a 
password protection.   
 
“House Stealing” 
 
A recent phenomenon in some areas of the country is the fraud scheme which is known 
as “house stealing”.  This scheme involves the transfer and sale of one property without 
the current owner’s knowledge.  You may be alerted to a scheme like this through the 
appraiser, who indicates that the occupant or owner was unaware that the property was 
for sale or being refinanced. 
 
Appraiser Risk Assessment 
 
MEDIUM 
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Information Transfer to Attorneys and Title Companies 
 
The most vulnerable time for information to be lost is right after the loan closes. 
Information is being transferred electronically, by fax or even hand carried by the closing 
agent. 
 
Closing Agent Risk Assessment 
 
HIGH 
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Section 5 - Identity Theft “Red Flags” 
 
There are 26 red flags that the Federal trade commission has identified. They fall into five 
basic groups. These red flags function as guidelines.  We have identified which functions 
these specific red flags applied to and have incorporated them into our overall fraud 
prevention program.   
 
While it is clear that some of the standard red flag issues apply specifically to the credit 
card business, there are elements of Company Name’s business that do involve revolving 
credit. In addition, there are red flags that applied to the loan servicing element of our 
business.  We have assembled this matrix, from the Federal guidelines, to determine 
which areas we need to incorporate red flag guidance into our own procedures.   
 
Victim or Perpetrator? 
 
Some of these red flags made be an indication that the consumer has been a victim of 
identity theft. Others may be an indication that our customer may be trying to perpetrate 
identity theft or other fraud. 
 
Red flag  Description  - Applicability to  Applicable  
A fraud alert included with a 
consumer report. 

If the consumer credit report indicates a fraud 
alert, it is possible that the customer is already 
aware of potential identity theft issues.  
Conversely, the fraud alert may indicate a 
possible identity theft in progress.   

Origination 
Processing 

Notice of a credit freeze in 
response to a request for a 
consumer report. 

A consumer’s redress in the event of the 
notification of the disease that is to “freeze” his 
or her credit report.  This means that the 
customer should be able to provide a “PIN” 
which would allow the “unfreezing” of the 
account for the mortgage lenders purposes.  The 
customer who is unable to provide the “PIN” is 
probably attempting mortgage identity theft fraud  

Origination 

A consumer reporting 
agency providing a notice of 
address discrepancy. 

The credit bureau reporting an address 
discrepancy may indicate that the borrower has 
multiple addresses, or is attempting to perpetrate 
occupancy fraud.   

Origination 
Processing 

Unusual credit activity, such 
as an increased number of 
accounts or inquiries. 

Multiple inquiries are a warning sign normally 
addressed in the credit scoring process, but also 
by the processor in evaluating the 
creditworthiness of the applicants.  Multiple 
inquiries must be addressed in writing.  This 
process in itself is a red flag alert process on 
behalf of the borrower  

Origination 
Processing 
Underwriting 

Documents provided for 
identification appearing 
altered or forged. 

Identification fraud will generally present itself at 
application.  The applicant may provide 
documents in evidence of citizenship, Social 
Security identification, or other photo 
identification for the patriot act purposes.   

Origination 
Processing 
Underwriting  

Photograph on ID 
inconsistent with appearance 
of customer. 
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Red flag  Description  - Applicability to  Applicable  
Information on ID 
inconsistent with information 
provided by person opening 
account.  

 

Information on ID, such as 
signature, inconsistent with 
information on file at financial 
institution. 

With more loans requiring full documentation, we 
have more opportunities to verify signatures.  
During the direct documentation request 
process, a signature authorization is sent to the 
bank for listed on the application for verification 
of the information listed.  The bank or other 
verifying entity will Compare signatures and will 
refuse the verification if they don’t match.  If full 
copy tax returns are found in file, it is relatively 
simple to compare signatures on the tax returns 
with the signatures on the application.   

Processing 
Underwriting  

Application appearing forged 
or altered or destroyed and 
reassembled. 

Mortgage lenders generally do not accept 
applications which have been altered it or 
assembled in any way.  In addition, the 
application process is normally supervised by a 
loan originator, in the literature must affix his or 
her signature to the application document.  This 
process makes it impossible to intercept and 
manipulate application forms.  This particular red 
flag was designed for mail out pre-approved 
credit card applications.   

N/A 
Inbound call 
center  

Information on ID not 
matching any address in the 
consumer report, Social 
Security number has not 
been issued or appears on 
the Social Security 
Administration's Death 
Master File, a file of 
information associated with 
Social Security numbers of 
those who are deceased. 

In addition to our general checks of fraudulent 
information relative to Social Security our ability, 
mortgage credit report vendors who utilize 
Equifax, Experian and TransUnion will receive 
an alert, either through Safescan, FACS, or 
Hawk Alert that there is more than one variance 
for any facet of the customer’s identification 
profile.   

Origination 
Processing 
Underwriting  

Lack of correlation between 
Social Security number 
range and date of birth. 
Personal identifying 
information associated with 
known fraud activity. 

When any address, employment, or banking and 
financial information reflects an address that is a 
temporary mailbox, there is an obvious 
correlation with fraud activity being perpetrated 
by the applicants.  The perpetrator is trying to 
avoid alerting the identity theft of victim by 
utilizing fictitious addresses.   

Origination 
Processing 
Underwriting  

Suspicious addresses 
supplied, such as a mail drop 
or prison, or phone numbers 
associated with pagers or 
answering service. 
Social Security number 
provided matching that 
submitted by another person 
opening an account or other 
customers. 

Mortgage lenders do not normally utilize social 
security numbers for opening accounts.  The 
length of the mortgage verification process 
normally precludes a quick over utilization of a 
Social Security number.  In addition Safescan, 
FACS, or Hawk Alert will normally alert to this 
activity.   

Servicer  
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Red flag  Description  - Applicability to  Applicable  
An address or phone number 
matching that supplied by a 
large number of applicants. 

For smaller lenders, application intake would not 
necessarily trigger overview of identification 
information matching other applicants.   

Servicer  

The person opening the 
account unable to supply 
identifying information in 
response to notification that 
the application is incomplete. 

Normal verification of the application results in a 
request for additional information.  Often this 
information is quite sophisticated, and generally 
is requested in writing.   

Processing 
Underwriting 
Closing  

Personal information 
inconsistent with information 
already on file at financial 
institution or creditor. 

Because the nature of the mortgage industry, we 
normally do not receive multiple applications for 
individuals.  Simply receiving one would be a red 
flag.   

Servicer  

Person opening account or 
customer unable to correctly 
answer challenge questions. 

Mortgage lenders Normally complete face to 
face or in person applications, and do not open 
multiple accounts.  The “password challenge” 
protocol is normally designed for online 
Password protected accounts.   

Servicers 
Home equity 
lenders  

Shortly after change of 
address, creditor receiving 
request for additional users 
of account. 

Unless the account is a home equity line of 
credit, already being serviced, there’s little 
likelihood of a mortgage originator adding 
additional borrowers or “users” to an application  

Servicers 
Home equity 
lenders  

Most of available credit used 
for cash advances, jewelry or 
electronics, plus customer 
fails to make first payment. 

The risk of this type of applicant is addressed in 
credit scoring but not for particular accounts.  
We address high credit limits relative to credit 
balances, the number of payments on time, the 
newness of accounts.  Only home equity lending 
can see utilization usage of credit patterns.   

Home Equity 
Lender 

Drastic change in payment 
patterns, use of available 
credit or spending patterns. 

Any pattern of late payment would be a red flag 
for a loan servicing function.   

Servicing  

An account that has been 
inactive for a lengthy time 
suddenly exhibiting unusual 
activity. 

For any account which is a line of credit, said an 
unusual activity is a red flag.   

Servicing  

Mail sent to customer 
repeatedly returned as 
undeliverable despite 
ongoing transactions on 
active account. 

Return mail is a particularly troubling red flag.  
Normally any mail is delivered to the address 
that the customer lists on the application.  Mail 
would be returned long before the application 
was consummated  

Origination 
Processing 
Servicing  

Financial institution or 
creditor notified that 
customer is not receiving 
paper account statements. 

This could be an early sign of “house stealing”.   Servicing 

Financial institution or 
creditor notified of 
unauthorized charges or 
transactions on customer's 
account. 

For any revolving line of credit, construction 
loan, home equity lines of credit, is the potential 
for unauthorized credit line advances.   

Construction 
Administration 
Servicing  

Financial institution or 
creditor notified that it has 
opened a fraudulent account 
for a person engaged in 
identity theft. 

Once the account is in place, and is reported to 
the credit bureaus, borrowers who have been 
victims of identity theft and fraud will be able to 
locate accounts opened as a result of this 
activity. 

Servicing  
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Originator’s Role in Red Flag Actions 
 
The loan originator is the first customer contact. The loan originator acts as a field 
underwriter, anticipating problems on the case file and providing solutions. At the initial 
Pre-Qualification one of the first tasks loan officer will address is how much the borrower 
can afford.  From this point the loan originator will proceed to request authorization to 
order credit report and the remaining income, asset and transaction supporting 
documentation. 
 
Pre-Qualification and Qualification 
 
In a Pre-Qualification, the loan originator will not necessarily accept a formal loan 
application to be setup. The loan originator is simply trying to identify whether the 
applicant is eligible for financing. In this process the customer may authorize the loan 
originator to investigate credit history. It is at this time that the loan originator may 
become aware that the applicant is a victim or potential perpetrator of identity theft.   
 
In this circumstance Company Name requires that loan originator keep a record of the 
qualification calculations as evidence that all debts reviewed on the credit report have 
been acknowledged by the borrower. In addition, in compliance with the equal credit 
opportunity act, the loan originator may send the borrower a copy of the adverse 
information notification and credit score disclosure.  
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Origination Review – Borrower Identity 
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Originator Review – Income and Employment Documentation 
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Originator Review – Asset Documentation 
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Originator Review – Property Information 
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Loan Processing Red Flag Review 
 
Upon completion of the loan origination file setup a file is passed to loan processing for 
vendor orders, additional documentation requests, and underwriting file preparation.  It is 
that this stage that items that might not have been immediately apparent to the loan 
originator reveal themselves to the processor.   
 
Loan processors must be particularly vigilant in reviewing discrepancies, has information 
which is revealed at this stage of the loan process is normally a more subtle in its 
variances.   
 
For this process we provide loan processor setup checklist.  This is part of the standard 
quality control review process for loan processing intake and loan processing submission.  
Red flag items have been added as appropriate to the stage.   
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Processor/Underwriter Red Flag - Application Review 
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Processor/Underwriter Red Flag Review – Credit Report, Employment and Income 
Verification 

 



Company Name 
Red Flag Information Security and Identity Theft Program 

Page 51 – Section 5 – Identity Theft Red Flags in Our Business 

Processor/Underwriter Red Flag Review – Asset Documentation 
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Processor/Underwriter Red Flag Review – Transaction  
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Verbal Verification of Employment 
 
The purpose of the verbal employment verification is to confirm the borrower's 
employment data in the event written employment verification was not obtained - such as 
is the case when utilizing alternative documentation.  This is a red flag review to 
determine whether the applicant’s documentation are matched with an actual employer.  
In addition, it is used to confirm that the borrower's employment status hasn't changed 
since the date of the loan approval.  
 
Procedure  
 
Step 1 
Form 

Prepare the employment verification form by printing the Verbal VOE 
document.  Have the application form available in the event you need to 
change or confirm information or otherwise identify the applicant. 

Step 2 
Independent 
Verification 

Independently verify the name, address and telephone number of the 
employer.  Identify the information source utilized, i.e.; 411, yellow pages, 
internet, etc. 

Step 3 
Attempt 
Verification 

Contact the employer through the number verified.  State the purpose of the 
call to whoever answers the telephone and request to speak with the 
individual responsible for verifying employment.  Record the responses when 
they involve re-directing the call to another number or office. 

Step 4 
Interview 

When the correct authority is contacted, note their direct dial number, their 
name and title.  Request the information that needs to be verified.  Often the 
information cannot be volunteered, the verifier must provide the information 
the borrower supplied and have the authority confirm it.  If they cannot give 
exact information, record what the authority does provide - such as "over 5 
years", etc. 
 

Step 5 
Findings 

Record the information and sign the form.  If there is an adverse finding in the 
information, or if there are questions as to the authenticity of the verifier, 
report these incidents to management - do not attempt to confront the 
borrower regarding this. 

 
Probability of Continued Employment is the most critical question to be answered.  Often 
the authority doesn't volunteer this information.  If this is the case ask if there is any 
reason to question continued employment.  If the employer can state that there is no 
reason to question, simply record "no reason to question".   
 
In addition, the requestor may find the authority intractable as to providing information.  
In this case, call directly to the individual’s office and verify through an administrative 
personnel staff member the borrower's employment. 
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Truncating Social Security Numbers on Requests 
 
 
 

Attached Signature 
Requests:  The blanket 
credit authorization may 
have a social security 
number on it.  Do not send it 
without eliminating the first 5 
digits.   

Truncating Identification 
Information:  Do NOT 
include personal identifying 
information on the request 
for verification – signature 
authorization should be 
sufficient.   
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Section 6 – Red Flag Discovery and Process 
 
If a staff member discovers any red flag in the process of working with a borrower, he or 
she must immediately complete a Red Flag Issue Report Form and forward it to the 
designated manager, quality control or compliance staff member. 
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Working with Borrowers -Counseling the Public  
 
In our role as mortgage lenders we represent a human face to what is often a monolithic 
credit industry. Our customer interaction, our relationships with our referral sources, and 
our interaction with credit industry vendors gives us a unique ability to educate and to 
intervene. 
 
Company Name will support the use of seminars and educational material for the public 
in general. Individual consumers will be instructed as to the best practices for maintaining 
privacy of their personal financial information. The Federal Trade Commission has 
already provided excellent guidelines for consumers to utilize to deter identity theft. 
Company Name has adopted this as a system of recommendations. 
 
Advising Consumers on Strategies to Deter Identity Theft  
 
Protect your personal computer, laptop, PDA, and mobile phone with passwords  
Do not use PIN numbers or passwords that are easily guessed (e.g., birthdays, your 
maiden name, your kids' names, your pet's name, etc.)  
Shred sensitive documents before placing them in the trash  
Use a locked mailbox or a Post Office Box for your snail mail  
Do not leave documents with your personal data laying around, especially documents 
with your bank account numbers or social security number  
Monitor your online accounts (e.g., bank, credit card, retirement, and othe financial 
accounts) for suspicious or unauthorized activity  
Move your paper financial statements to online accounts. Avoid paying bills with checks, 
and instead pay via online banking  
Review your credit reports at least once a year. You can visit annualcreditreport.com or 
call toll-free at (877) 322-8228 
 
Working With Borrowers Who Have Identity Theft Problems 
 
Our obligation to our clients, when it comes to potential discovery of red flags, is to alert 
and provide standard direction as to potential solutions. In the mortgage industry we have 
very close contact with our customers. Within the mortgage application process that 
contact can be daily until consummation of the transaction. With this type of relationship 
is very easy to rely on verbal communication of the issues. It is important, when we are 
dealing with identity theft problems, that we provide written communication to document 
our efforts in assisting the applicant. 
 
Remediation Solutions 
 
Provide account monitoring service 
Change passwords or security codes 
close account and reopen with new account number 
notify law enforcement – police report/SARS 
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Procedure upon Red Flag Alert 
 
Step Responsible party Description  
Review for potential red flag  Loan originator or loan 

processor  
Utilizing the application setup 
or submission checklists 
review information and loan 
file  

Discovery of potential red flag  Loan originator or loan 
processor  

Identify and copy red flag 
document, credit report, or 
other evidence  

Report to management  Loan originator or loan 
processor  

Provide documents supporting 
red flag report to operations 
manager, branch manager or 
company official  

Review documentation for 
potential action  

Operations manager, branch 
manager or company 
compliance official  

Review red flag information 
and determine if flag is caused 
by 1.) applicant as a victim of 
identity theft or fraud, or 2.) 
applicant is a perpetrator of 
identity theft or fraud  

If Applicant is a victim of identity theft or fraud  
Notification letter  Operations manager branch 

manager or company 
compliance official 

Draft red flag notification, 
advise loan originator in 
processor by copy of letter, 
and deliver written notification 
to borrower.   

Complete identity theft report 
form  

Customer, applicant or 
borrower  

Complete the identity theft 
report, have notarized, and 
deliver to the creditors who 
report the new account or 
fraudulent account  

If the applicant is a perpetrator of identity theft or fraud  
Deliver file to quality control 
department  

Operations manager, quality 
control manager branch 
manager or compliance official 

Assemble complete copy of 
file highlighting identity theft 
red flag information and 
request complete audit of file  

Mark a file status as pending 
in loan origination system.   

Operations manager, branch 
manager, quality control 
manager or compliance official 

Identify file status as pending.  

Complete “suspicious activity 
report” form 

Operations manager branch 
manager quality control 
manager or compliance official 

SAR report is completed 
pending receipt of findings 
from quality control  
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Preparing The Identity Theft Affidavit-Police Report 
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Completing A Suspicious Activity Report (SAR) 
 

 
 



Company Name 
Red Flag Information Security and Identity Theft Program 

Page 64 – Section 6 – Working with Borrowers 
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Community Outreach  
 
In order to facilitate a greater understanding of identity theft and identity fraud in the 
community, Company Name will support the hosting of “protect your identity day” 
seminars throughout our marketplace.  Seminar content will be based on the Federal trade 
commission recommendations as contained in their pamphlet “Red Flag-Protect Your 
Identity Day”.   
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Section 7 – Approval, Implementation and Revision of the Red 
Flag Policy  
 
Company Name hereby accepts and adopts this red flag policy and incorporated into its 
daily operations.  The law requires regular updating of this procedure.   
 
Responsible Person 
 
(Insert Name of Compliance Manager or Member Here) 
 
Initial Training 
 
Company Name provides a complete compliance training program for all employees, but 
specifically provides an update program for the training of all employees on the Red Flag 
Identity Theft Program.   

 
Updating the policy 
 
To facilitate the maintenance and updating of this red flag policy, we establish a 
committee comprised of the following individuals or members: 
 
 Origination  
 Processing 
 Closing/Funding 
 Underwriting  
 Wholesale Operations 
 Quality Control Compliance  
 
The review and update of the policy includes factors that reflect changes in risk, such as: 
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Updating the Program “periodically” to reflect changes in risk, based on factors such as: 
 
 Experience with identity theft 
 Changes in methods of identity theft 
 Changes in methods to detect prevent or mitigate 
 Changes in type of accounts 
 Changes in business arrangements with service providers and vendors.   
 
Third Party Audit Firm 
 
We may utilize an outside service in order to maintain our procedures in compliance with 
current conditions and laws.   
 
(Insert Name, Address and Contact Information for Audit Firm) 
 
 


