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2-90 Information/Cyber Security Plan and ID Theft Plan Overview  
 
Our objective in this Written Information/Cyber Security (WISP) and Red Flag Identity Theft 
Plan (the plan, or Information Security Plan of Red Flag ID Theft Plan) is to identify areas of 
risk within our operation, understand our obligations under the law, and to have formal 
procedures for resolving issues that arise with respect to sensitive consumer information.  
 
A Red Flag ID Theft program identifies a customer who may be a victim through theft or data 
breach. An information/cyber security plan (WISP) works to prevent theft and data breaches in 
the first place.   
 
Laws Governing Compliance 
 

Law Description 

FACTA Fair and Accurate Credit Transactions Act 
requires all financial service firms, including mortgage companies and mortgage 
brokers, to have a “Red Flag” program to identify whether consumers may already 
be victims of identity theft.  

GLB Gramm-Leach-Bliley Act 
GLB rules overlap with FACTA rules for safeguarding sensitive customer 
information, records retention and document destruction.  

Sarbanes - 
Oxley 

Document Retention Rules 
Sarbanes - Oxley rules define what we must keep and for how long.  

FCRA Fair Credit Reporting Act 
Defines customer rights and our obligations for information reported in or to credit 
reporting agencies. 

 
 
The regulations provide companies with some flexibility in developing internal programs 
according to their relative organizational size and complexity. We seek to avoid risks associated 
with ID Theft and data breach.  
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2-90-10 Scope of Information Technology (IT)/Cyber Security and Identity Theft 
Plan 
 
Because we have access to sensitive consumer data, we must take aggressive proactive measures 
to secure customer information and combat ID theft when we see it.  
 
Identity Theft Defined 
 
Identity theft - Access of Non-Public Personal Information (NPI) without permission.   
Identity fraud - When identity theft results in a crime for financial gain.  
 
Protected Non-Public Personal Information (NPI) Defined - Classification 
 
NPI is: 
 
 any information an individual gives you to get a financial product or service (for example, 

name, address, income, Social Security number, or other information on an application); 
 any information you get about an individual from a transaction involving your financial 

product(s) or service(s) (for example, the fact that an individual is your consumer or 
customer, account numbers, payment history, loan or deposit balances, and credit or debit 
card purchases); or 

 any information you get about an individual in connection with providing a financial 
product or service (for example, information from court records or from a consumer report). 

 
The specific amount and extent of Nonpublic Personal Information (NPI) we request, retain and 
share varies greatly depending on the scope of the transaction. 
 
Examples of Public and Non-Public Information 
 
Public Information – From Lists or other public 
information 

Non-Public Private Information 

Employee Information 
Telephone numbers 
Mortgage holder on particular property 
Name 
Employment/Income terms for public employees 
(e.g., government institution.) 
Employee ID number 
Salary 
Gross pension 
Value and nature of fringe benefits 
Expense reimbursements 
Job titles 
Job description 
Education and training 
Previous work experience 
First and last employment 
Existence and status of complaints 
Terms of buy-out agreements 
Final disposition of disciplinary action 

Any information an individual gives you to get a 
financial product or service (for example, name, 
address, income, Social Security number, or other 
information on an application); 
Transaction information 
Social security number  
Personal Financial information 
Account numbers 
Trade secrets or intellectual property such as 
research activities 
Birth date 
Home phone number 
Home address 
Health information 
Location of assets 
Passwords 
Gender 
Ethnicity 
Citizenship 
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2-90-25 IT Device Security - Desktops, Laptops and Mobile Devices 
 
Desktop Workstation Computer Security 
  
We take appropriate measures to ensure the confidentiality, integrity and availability of sensitive 
information, including restricting access to sensitive information to authorized workstation users.  
Personnel must act to protect sensitive customer information and limit the possibility of 
unauthorized access.  
 
Workstations include laptops, desktops, PDAs such as tablets, pads and readers, or any other 
computer-based equipment containing or accessing customer and company information directly 
or via network. This includes physical office workstations and authorized home workstations. 
 
Personnel must 
  
 Restrict physical access to workstations to only authorized personnel - never let anyone else 

use your desktop or digital equipment. 
 Secure your workstation (screen lock or logout) prior to leaving workspace by 
 Enabling a password-protected screen saver with a short timeout period  
 Complying with all applicable password policies and procedures.  
 Ensure you use your workstation for authorized business purposes only. 
 Never installing unauthorized software on workstations. 
 Store all sensitive information on network servers   
 Keep food and drink away from workstations in order to avoid accidental spills. 
 Secure laptops not in use with cable locks or lock laptops up in drawers or cabinets.  
 Ensure your workstation has data encryption  
 Install and update company Anti-Virus software 
 Position monitors away from public view or install a privacy screen filter or other physical 

barriers to public viewing 
 After hours 
 If applicable, leave your workstations powered on but logged off in order to facilitate after-

hours updates.   
 When leaving exit running applications and close open documents 
 Ensure that all workstations use a surge protector (not just a power strip) or a UPS (battery 

backup). 
 If wireless network access is used, ensure access is secure by following the Wireless Access 

policy 
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Definitions 
 
Term Definition 
Cleartext Unencrypted data 
Full disk encryption Technique that encrypts an entire hard drive, 

including operating system and data 
Key Phrase used to encrypt or decrypt data 
PDA Personal Data Assistant. 
Remote wipe Software that remotely deletes data stored on 

a mobile device. 
 
FORM 2-90-25 IT Security Inventory 
 
We always maintain a list of all technology items in use. Hardware has a useful end of life when 
it no longer is supported by the software we run.  

 
2- 
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In addition, we assume that other licensed entities with which we do business have had their 
plans reviewed and found acceptable. Consequently, we do not audit our mortgage lender 
business partners.   
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2-91-2 Information Security Questionnaire 
 

access  
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Completing the Analysis and Report 
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Red Flag ID Theft Issues Report 
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Remote Access Hardware Usage 
 
Employees, whether fully remote or working remotely temporarily, must only access systems 
and perform work on Company approved and recorded devices. We discourage use of 
employees’ own technology devices but will allow it provided  
 

1.) the Company can remotely access the devices and control them.  
2.) We have configured screen saver timeouts,  
3.) Strong, dual factor password protection 
4.) Encrypted hard drive  

 
Employees who do not wish to allow this access to their devices may request a company 
provided item.  
 
We require a complete inventory of all technology hardware utilized in remote work 
environments. 
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Information Transfer to Investors and Private Mortgage Insurance Companies 
 
Whenever possible files and should be transferred electronically via imaging software protocol. 
Often physical exhibits are transferred to the investor for review by underwriting. When this 
occurs we must be sure that the investor has information privacy and red flag detection program 
in place.  
 
Responsible Party  Step  Description  
Operations manager  Request confirmation investor 

has information security 
policy  

No further investigation is 
required upon confirmation of 
red flag policy in place  

Outside investor compliance 
officer 

Provide verbal confirmation of 
red flag policy  

Processor, loan originator, 
underwriter  

Deliver documentation via 
secure method  

Choose secure delivery 
format-Federal express, 
UPS, or other 
Address specific individual  
Request signature 
confirmation  

 
 
 
Risk Level 
 
HIGH 
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